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Kién trdc hé théng mang mé& (OSI)




Glao thirc

* Giao thirc - phuwong thire (cach thire) giao tiép,
la tir chi phwong thirc ma hai cai gi dé dung dé
giao tiép voi nhau. Trong mang, chung ta cé
thé hinh dung mot giao thirc nhuw la moét cai
ong, ma @ mot dau, nguoi ta duwa vao hoac lay
ra mot tap dir liéu duwoc t6 chlrc theo nhirng
cach thirc nhat dinh.



Kién tric hé thdng mang mo (OSI)

* L&p vat ly: Giao thirc dudi dang dién tlr - mirc dién ap, s6 day dan, tré khang
day dan, tan sé séng, phuvong phap diéu ché, ..

* Vi du mang WIFI dung séng dién ttr tan s6 2.4GHz (54Mb) va 5GHz (150Mb).

 Mang ETHERNET, LAN ma chiing ta van dung & nha - dung day cap CAT 5, 4
cap soi xoan (chuan IEEE802.3x).
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10Mb: dién ap £2.5v
100Mb: dién ap Ov, +1v



Kién tric hé thdng mang mo (OSI)

« L&p Lién két: Cung cap phuong thiee lién két trwee ti€p gitra hai thiét bi, bao
gom phuwong thire thiét 1ap va két thic moét két noi, phwong thire phat hién va
stra 16i do |&p vat ly gay ra, va phwong thirc ki€Em soat ludbng di¥ liéu.

V&i Ethernet: D€ c6 thé nhan dién dwoc nhau, I&p nay, dinh nghia mot dia chi

phan cirng, goi la dia chi MAC (Media Access Control). Bia chi nay 1a gan

chat v&i phan cirng va thuwdng dwoc in ngay trén thiét bi. Bia chi nay gom 48

bit va thworng duoc biéu dién dudi dang 6 cap s6 hexa: 00:15:17:60:2d:e9

* Pia chi MAC ngui nhan dac biét FF:FF:FF:FF:FF:FF la dia chi ma moi
thiét bi déu nhan dwoc (broadcast). cac thiét bi trung gian
(switch/route/gateway) sé chuyén cac goi tin nay dén tat ca moi thiét bi
trong mang cua no, trir thiét bi gtri goi tin.

 Dia chi nay c6 thé phan biét dwoc 2748 ~281 nghin ty thiét bi.



Kién tric hé thdng mang mo (OSI)

« Lé&p mang: Cung cap phwong thire truyén dir liéu gilra hai thié€t bi bat ky trén mang, lién mang.
N6 dinh nghta dia chi cho tirng thiét bi, cho phép cac thiét bi trung gian tim cach chuyén di¥ liéu
dén dich, co thé dinh tuyén né qua céac trung gian. Néu dit liéu quéa I&n dé co thé truyén trén I&6p
lién két, co thé chia dir liéu thanh nhiéu doan tai mot thié€t bi, gtri cAc doan mot cach doc lap va
tap hop lai tai mot thiét bi khac. N6 cé thé, nhwng khoéng can thiét, bao céo 16i truyén dit liéu.

« VGi IP: 16p nay dinh nghta mét dia chi mang, dia chi IP cho moi thiét bi. IP c6 2 version dwoc
str dung: v4 va v6.

« IPv4: gbm 32 bit dia chi phan thanh 4 nhém 8 bit, thwong dwoc biéu dién dudi hé thap phan:
192.168.1.254/24. Dia chi nay thé hién dia chi IP cla may la 192.168.1.254, dia chi IP cla
mang la: 192.168.1.0, théng thwong trong mang nay c6 mét dia chi dac biét la dia chi
BROADCAST: 192.168.1.255 la dia chi nguwdi nhan khi mubén gi goi tin dén cho moi may
trong mang.

* |Pv4 cb 2732 ~ 4 ty dia chi.
e |IPv6: gbm 128 bit dia chi phan thanh 8 nhém 16 bit, thworng dwoc biéu dién dwdi hé hexa:

2001:0db8:0000:0000:0000:ff00:0042:8329. P& cho ngén gon, nguwoi thuwdng ding dau :: de
biéu dién 1 doan gdm toan cac sd 0: 2001:0db8::ff00:0042:8329, nhw vay sé d& roi mat.

* IPv6 c6 27128 ~3.4x10"38 dia chi.



Kién tric hé thdng mang mo (OSI)

 L&p Truyén tai: Cung cap moét két nbi nhw la mét luéng dir liéu. N6
dam bao cac du lieu sé duoc nhan theo dung thr tw, mac du viéc
truyén dir liéu trén mang theo cac goi tin c6 thé dao 16n cac th tw
nay.

N6 ciing c6 thé (hoac khong) dam bao do tin cay cla dif liéu.

N6 cling dwa vao khai niém cong (Port) dé gilp cac thi€t bj c6 thé
c6 nhiéu ludng di liéu dong th&i, dé nhiéu dich vu c6 thé hoat dong
trén cung mot thiét bi. Cong la mot s6 gobm 16 bit, cong 0 khdng co
gia tri. Mot so dich vu phé bién hay thiét yéu dwoc gan cac cong
nhat dinh. vi du:
Phd bién: HTTP(s): 80 (443) IMAP(s): 143 (993) POP3(s): 110
(995) SMTP(s): 25 (587), FTP: 20, SMB: 137/139/445, SSH: 22, ..

Thiét yéu: DHCP: 68/69 DNS: 53 NTP: 123



Kién tric hé thdng mang mo (OSI)

L&p phién: Diéu khién cac phién két noi gitra cac thiét bi.
NO thiét 1ap, quan ly va két thuc cac két ndi gilra cac (rng
dung, bao gobm thu tuc dé kiém tra, tam dirng, kh&i ddng lai
va két thuc mét phién lam viéc.

L&p trinh bay: Hoat dong nhw I&p dir liéu trén mang. Lop
nay dich di¥ liéu dwoc guri tr (’ng dung sang ding dang
chung tai thiét bi gtri, va chuyén tir dinh dang chung sang
dinh dang cua rng dung tai thiét bi nhan.

Lép eng dung: Lop gan véi nguoi st dung nhat. N6 cung
cap phuong thirc dé nguoi dung truy cap cac thong tin va
di¥ lieu trén mang thong qua chwong trinh trng dung.



Cac mang thuc té

* Lop 1: USB, RS232, RS422, cap dong truc, cap cap soi,
cap quang, WIFI,...

 LOp 2: SLIP, PLIP, MAC(Ethernet, WIFI, FDDI,..) + LLC
(Ethernet, Token Ring, Wireless, X25, GPRS,..)

e Lop 3: IP(v4/v6), IPX, RIP, IGMP, ICMP, IPsec,..
* L&p 4: TCP, UDP, RDP (Reliable Data Protocol), RUDP, ..

e LOp 5-7: FTP, HTTP, SMTP, MQTT, RDP, SSH, VPN,
DHCP, NTP, DNS, DDNS, AMQP, XMPP, M2M ...




TCP/IP

I[P la m6t giao thirc & I6p 3, Ip mang. N6 dinh nghia mot cau
trdc goi tin bao gbm dia chi gtri va nhan, dit liéu, ... N6 dam bao
goi tin duwoc truyén chinh xac tir may gtri dén may nhan trong
mang.

* TCP la mét giao thirc & 16p 4, 16p truyén tai, trén nén téng cla
glao thire IP. NO dinh nghTa mot qua trinh giao tiép gilra cac may,
cung cac cau tric goi tin twong rng, dé dam bao két ndi gitra hai

may la an toan 6n dinh.

 TCP/IP la tén chung cho mot bd cac giao thirc dam bao cho hé
théng mang hoat dong 6n dinh, dwoc st dung pho bié€n hién nay.



So sanh OSl va TCP/IP




Cau truc goi tin TCP/IP

owies
TP header (DA
TP header (DA




Cau truc Header 1CP/LUDP




Cau trdc Header IP

Version I—El)eoa(glzlr X Tong do dai (Byte)

(4) 4 bit : 1 Byte 2 Byte
4 bit
ID dir liéu Co Vi tri di¥ liéu trong doan (8 Byte)

2 Byte 4 bit 12 bit
Thaoi gian séng Protocol CRC
(255s) 1 Byte 1 Byte 2 Byte

Bia chi guri (IP)
4 Byte

Bia chi nhan (IP)
4 Byte

Cac thong tin thém
4 Byte



Cau truc Header MAC / IEEE 802.3

Type 802.11q tag| D0 dai
2 Byte 0/2 Byte @2 Byte
Type 802.11q tag DO dai
2 Byte 0/2 Byte 2 Byte

Danh dau
2 Byte =8100




Cac giao thirc nén tang cua TCP/IP




Cac giao thirc nén tang cua TCP/IP

i




Lwoc dé DHCP

May chua cé dia chi IP (0.0.0.0). G&ri dén tat cd cac may
khéac (255.255.255.255), vi khdng biét may nao trong mang

cung cép dich vu nay. Dung giao thirc UDP vi khong thé
bat tay (bat buéc véi TCP) v&i d6i twong chwa xac dinh.
St dung cbng giri va nhan xac dinh (68/67). Dia chi MAC

=1

may nhan cung 1a dia chi moi may FF.FF.FF.FF.

DHCP Discover
Src: 0.0.0.0 Dst: 255.255.255.255 DHCP Server
UDP: bootpc (68) UDP:-boatps (B7) [ ™ IP: 10.0.0.100
off May cha dich vu tra I&i dén moi may trong mang
o (vi may nhéan chuwa co6 IP). MAC may nhan va
Dst; 255,255,255.255 Src: 10.0.0.100 | May gli la d& xac dinh. Thong tin bao gom
, , . ] UDP: bootpe (68) UDP: baotps (67) [~ TP7STUDNEt may khach, router/gateway mang, IP
May khach co6 thé nhan tra |oi tir nhiéu may cha may cht dich vu DNS, thdi han cho IP nay.
dich vu, nhwng né chi st¢r dung mot trong s6 _do ' ' '
(thwong 1a may tra 161 dau tién). N6 s& YftfFfpauest
mot g6i tin (van dung IP 0.0.0.0 dén Src: 0.0.0.0 Dst: 255,255 255 255
255.255.255.255 va MAC nhén FFFF"‘FF"'FF?_ UDFI"ZE}[;D'I;I]C[EE_:I .UDF’.Z hﬂ;:l-lps-.{ET} EEEE—
tr(,)n%hsﬁ C?nllrpcrﬂq rr:"f‘y cﬁy :JChdYunD#CE Vol May cha dich vu tra I&i dén moi may trong mang
han g n6 S8 sif dung 1P nay. NooDIGASK (i mdy nhan chua c6 IP). MAC may nhan va
an rang, A aung ay. N9 may gui la da xac dinh. Thong tin bao gom
thé yeu cau theém cac thong tin khac (nhw Ip [ et 285 285255255 Src: 10.0.0.100 | IP/Subnet may khach, router/gateway mang, IP

may chu NTP, ...)

UDP: bootpe (68)

LIDP: boolps (B7)

may chu dich vu DNS, thoi han cho IP nay, va

cac théng tin ma may khach yéu cau.



Log trén router chay OpenWRT

* Mon Mar 30 15:07:59 2020 daemon.info dnsmasqg-dhcp[1305]: 393024318 available DHCP range: 10.0.30.2 -- 10.0.30.201

* Mon Mar 30 15:07:59 2020 daemon.info dnsmasqg-dhcp[1305]: 393024318 vendor class: udhcp 1.20.2

* Mon Mar 30 15:07:59 2020 daemon.info dnsmasqg-dhcp[1305]: 393024318 client provides name: WDMyCloudEX4100

* Mon Mar 30 15:07:59 2020 daemon.info dnsmasqg-dhcp[1305]: 393024318 DHCPREQUEST(br-lan) 10.0.30.132 00:90:a9:e4:81:d2
* Mon Mar 30 15:07:59 2020 daemon.info dnsmasg-dhcp[1305]: 393024318 tags: br-lan

* Mon Mar 30 15:07:59 2020 daemon.info dnsmasqg-dhcp[1305]: 393024318 DHCPACK(br-lan) 10.0.30.132 00:90:a29:e4:81.d2
WDMyCloudEX4100

* Mon Mar 30 15:07:59 2020 daemon.info dnsmasqg-dhcp[1305]: 393024318 requested options: 1:netmask, 3:router, 6:dns-server,
12:hostname,

* Mon Mar 30 15:07:59 2020 daemon.info dnsmasqg-dhcp[1305]: 393024318 requested options: 15:domain-name, 28:broadcast, 42:ntp-
server

* Mon Mar 30 15:07:59 2020 daemon.info dnsmasqg-dhcp[1305]: 393024318 sent size: 1 option: 53 message-type 5

* Mon Mar 30 15:07:59 2020 daemon.info dnsmasqg-dhcp[1305]: 393024318 sent size: 4 option: 54 server-identifier 10.0.31.253

e Mon Mar 30 15:07:59 2020 daemon.info dnsmasqg-dhcp[1305]: 393024318 sent size: 4 option: 51 lease-time 12h

* Mon Mar 30 15:07:59 2020 daemon.info dnsmasqg-dhcp[1305]: 393024318 sent size: 4 option: 1 netmask 255.255.254.0

* Mon Mar 30 15:07:59 2020 daemon.info dnsmasqg-dhcp[1305]: 393024318 sent size: 4 option: 28 broadcast 10.0.31.255

e Mon Mar 30 15:07:59 2020 daemon.info dnsmasqg-dhcp[1305]: 393024318 sent size: 3 option: 15 domain-name lan

* Mon Mar 30 15:07:59 2020 daemon.info dnsmasqg-dhcp[1305]: 393024318 sent size: 15 option: 12 hostname WDMyCloudEX4100
* Mon Mar 30 15:07:59 2020 daemon.info dnsmasg-dhcp[1305]: 393024318 sent size: 8 option: 6 dns-server 10.0.12.10, 10.0.12.11
* Mon Mar 30 15:07:59 2020 daemon.info dnsmasqg-dhcp[1305]: 393024318 sent size: 4 option: 3 router 10.0.30.1



Pia chi IP dac biét

« Pia chi ndi b6 (chinh minh): 127.0.0.0/8. La m6t dai gbm 2716 IP, chi ban than may, dwoc st
dung cho cac dich vu ndi bd. Cac géi tin chira dai dia chi nay sé khong duoc chuyén ti€p trén
cac giao ti€p mang (goi tin khong thé di ra khdi may). Dai dia chi nay dwoc lién két véi mot giao
ti€p 4o - moi may déu co, giao ti€p loop back (lo)- du c6 giao ti€p mang that (card mang) hay
khong.

« Pia chi LAN (cuc bd): 192.168.0(-255).0/24, 172.16(-31).0.0/16, 10.0.0.0/8. Cac gdi tin chira
dia chi nay sé khong duwoc chuyén ti€p trén cac router/gateway két néi véi internet (goéi tin
khong thé di ra internet). Giao ti€p dwoc gan véi mot IP trong cac dai nay duoc lién két voi
mang cuc bd (LAN). D& cac IP nay glti va nhan goi tin ra Internet, cac router/gateway phai thuc
hién qua trinh SNAT (source Network Address Translation - dich dia chi nguon), Khi ay cac
router/gateway sé ghi de dia chi IP internet ciia n6 Ién trwdng dia chi ngudi giri ctia goi tin guri
tlr cac IP nay trwede khi dwa nd ra internet, va thuc hién qua trinh ngugc lai (ghi de trweong dia
chi nhan) khi nhan gai tin tra 1&i tr internet trwdc khi gri vao mang cuc bd. Viéc dé lam may
khach sé khéng nhan biét dwoc sw khac biét rang minh dang nam trong mang cuc bd. Nhung
no dat ganh nang lén router/gateway khi can giao ti€p voi internet, diéu dé lam cho mang dé bi
nghén khi cé nhiéu may khach trong mang vao internet, diéu cac ban thudng thay khi vao mang
ngoai quan cafe.

* Dia chi Link-local: 169.254.0.0/16. La dia chi ma giao ti€p tw nhan khi khéng c6 may chu dich
vu DHCP trén mang.



Cach IPv4 vuot gua gi¢i han dia chi

« Cac router trén mang IPv4 sé khéng routing cac goi tin cé dia chi trong vung 3 dia chi da néi &
trén (N6i bo, LAN, Link local) sang cac mang khac, trir khi dwoc cdu hinh dac biét dé routing
gilr hai mang LAN ndi bd. Bac biét cac router trén mién Internet sé khdng bao gi¢ lam diéu nay.

« PEé vuot qua gidi han dia chi cla IPv4, cac mang LAN dung dia chi LAN, va cac router khi
chuyén né Ién Internet, né sé dung phwong thirc SNAT dé€ an céc dia chi IP trong LAN. Nhu vay
mot LAN chi can 1 dia chi IP dé két n6i véi WAN (WAN nay c6 thé la Internet). Khi d6 mot may
trong LAN c6 thé két ndi dén cac may ngoai LAN théng qua dia chi IP WAN cla router. Dé
router lam viéc nay, ngwoi quan tri chi can cau hinh SNAT moét lan cho moi may. Mac dinh cac
router dung cho gia dinh duoc cdu hinh DNAT san, ngay trong phdn mém cua router, nén
nguwoi dung khéng can quan tam dén nd, mat khac viéc cau hinh SNAT khong anh hudng dén
bdo mat cia mang LAN.

« Khi mét may trong LAN muén cung cap dich vu cho cac may trong WAN, né phai cung cap
phuong thirc cho phép may trén WAN két n6éi dén nd. Khi dé router dung phuwong thirc DNAT
dé lam viéc nay thdng qua dia chi IP WAN cla né véi mot cong nhat dinh nao dé. Dé router cé
thé 1am duworc viéc nay doi hoi ngwdi quan tri phai cdu hinh DNAT cho tirng c6ng mot, moi céng
nay sé két n6i dén mot IP LAN c¢b dinh. Cau hinh DNAT khong dung cach hay khong can thiét
c6 thé bi hacker lgi dung dé xam nhap. Mac dinh cac router khong dwoc phép cau hinh DNAT
san, ngudi dung - ngudi quan tri phai tw [am.



Source Network Address Translation

Da: két ndi tir may khach

Xanh: tra 1&i cia may chu.
Cong nguon:

54299

Cong dich:
54299

192.168.1.6:54299 191.167.1.9:4728

Cong ngudn:  Cong dich:
443 4728

0ng nguon:

Cong

Cong nguon:  Céng dich:
4728 443



Dest Network Address Translation

Da: két ndi tir may khach

Xanh: tra 1&i cia may chu.
Cong ngudn:  Cong dich:

443 7856 443

Cong dich:

192.168.1.6:8006 191.167.1.9:443

Cong ngudn:  Cong dich:
356 8006

Cong nguon:  Céng dich:
8006 7856



Pia chi IPv6 dac biét

* DPia chi ndi bé (chinh minh): ::1/128. Khac vé&i IPv4, IPv6 chi sir dung
mot IP duy nhat cho cac dich vu ndi bb.

* Pia chi LAN (cuc bd): fc00::/7. Dai dia chi cho dia chi LAN cuc bd la rat
l&n (27121 IP). Cac g6bi tin chra dia chi nay cling sé khong dwoc chuyén
tiép trén cac router/gateway. Khac véi IPv4, cac dia chi LAN nay chi dwoc
str dung dé giao ti€p trong LAN. Mot s6 HPH khong ho trg NAT trén IPv6
(linux ho tro tir nhan 3.7 tr@ 1én). Tuy nhién viéc nay khdng quan trong Vi
moi nha cung cap dich vu sé cap cho ban mét dai IPv6 toan cau véi 64 bit
dia chi mang (twong (rng 2764 may trong mang ctia ban c6 IPv6 toan cau).
Viéc nay lam giam nhe ganh nang cho cac router/gateway.

* Pia chi Link-local: fe80::/10. Khac v&i IPv4, moi giao tiép mang (trir giao

ti€p nbi bo) déu cd mot dia chi lién két cuc bd cho du ¢c6 may chu dich vu
DHCP hay khong.



Lwoc do giao tiep TCP

6 ngau nhién B,

) o ACK: -e, hien A+l 4
Xac nhan két noi cong may khach (ngaunhieh
cong dich vu: servgr port

ACK: S6 ngau nhign-B =~ﬂﬂ=<
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Hé thong diéu khién théng minh -
khong loT




Hé thong diéu khién théng minh —
Dung loT
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So sanh hai hé théng
Khong IoT <> loT

Tinh nang
Bao mat
Nang lwong
Kha nang can thiép
Kha nang thay doi
Kha nang twong tac
Kha nang mé rong

Vung trién khai

Khoéng loT
Rat cao
Thap
Théap
Théap
Thap
Thap
Nho

loT

Kém hon

Cao
Cao
Cao
Khong gi¢i han
Khong gidi han
Khong gi¢i han
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Applications Layer: Services Layer: Network Layer:

* Smart Energy oneM2M includes a common Applications talk to

+ Asset Tracking services horizontal framework the APls to communicate
* Fleet Management supporting Restful APls to sensors




Kién tric IOT: 7 l1op
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Collaboration & Processes M— -
(Involving People & Business Frocesses) C Eﬂt er

B ot eal —

Data Abstraction
(Aggregation & Access)

Levels

Data Accumulation
(Storage)

Edge Computing
(Data Element Analysis & Transformation)

Physical Devices & Controllers Edge

Connectivity
(Communication & Processing Linits)

Q0O C 0OO

sSansors, Davices, Machines,

{The “Things" in IoT)
Intelligent Edge Nodes of all types
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