Loc di¥ lieu

St dung nhiéu hé do.
St dung gia trung binh ctia mot s6 I&n phép do lién tuc.
Loai bo cac so liéu khéng dang tin (sai so 1on):
- Duwa trén phan tich xu huéng.

- Dwa trén sai s6 trung binh nhiéu lan do.

- Dwa trén sai sb6 so v&i du bao.

St dung cac cam bién dwa trén cac phuong phap do
khac nhau dé kiém dinh va chuan héa dinh ky.



Lwu trir dir lieu

« Str dung cac CSDL (SQL):
- MySQL
- MariaDB
- PostgreSQL
- mongoDB
e Str dung file - lwu trir tam.
— Trén linux: /sys/class/thermal/thermal_zoneO/temp



Lwu trir dir lieu

Cac dir lieu do dac cua loT tr cac cam bién déu cé
dang bang - bao gbm 2 c6t thoi gian do va gia tri do. Vi
vay cac di* liéu nay dwoc lwu trlr chd yéu trén céac
CSDL dang SQL (Structure Query Language). bay la
mot ngbn nglr dwoc cbng bd bdi cac RFC.

Co rat nhiéu cac chwong trinh (program) dang duoc st
dung tuan thu it hoac nhiéu, tham chi day du theo RFC.



Vi du SQL (MySQL / MariaDB)

Tao USER: CREATE USER 'quangnh'@'localhost’ IDENTIFIED BY 'loT_0123';
Tao CSDL: CREATE DATABASES hus_moodle;

Giao quyén: GRANT ALL PRIVILEGES ON hus_moodle. * TO
“guangnh"@'localhost’;

Liet ké CSDL: SHOW DATABASES;
Chon CSDL: USE hus_moodle;
Liét ké bang: SHOW TABLES;
Lay di¥ liéu: SELECT usernname FROM user;

SELECT * FROM user WHERE username="'quangnh’;
UPDATE user SET password="1234" WHERE username="quangnh’;
DELETE FROM username WHERE username='quangnh’;



Phan tich dir lieu

« Phan tich théng ké: St dung phwong phap thong ké dé phan tich di¥ liéu.
Phuong phap nay khéng trwc tiép chi ra dwoc cac nguyén nhan tao nén suw
bi€n dobi clia sb liéu. Phwong phap nay c6 thé cho chlng ta thay su twong
guan gilra cac so liéu hay chi ra cho ching ta thay mét “gia dinh” nao dé cé
thé chap nhan duoc hay khong.

* Phan tich mé hinh - s&r dung cac nguyén ly dong Iwc hoc: la phwong phap
st dung cac nguyén ly dong luc hoc dé phan tich s6 liéu. Du bao thoi tiét
la moét vi du dién hinh chia phuong phap nay.

 Big data: la mét [inh virc méi chdl yéu duwoc sir dung cho cac so liéu xa hoi
hoc, nhw kinh t& chang han.



An toan va bao mat hé thong loT

* An toan: Pam bao hé théng van hanh binh thuwong.

- Kha nang chiu 16i ctia hé thdng: 1a kha nang hé thdng van hoat dong binh thwdng khi mot s6
thanh phan nao dé (ngudn, RAM, 6 c¥ng, vv..) cla hé thong bi hdng héc. Phuong an: chay
song song (2 ngudn), Parity (RAM), RAID (6 ctrng), wv..

- Kha nang phuc hoi di¥ liéu: Khi d? liéu c6 van dé (bi méat mat, 16i, pha hoai, ..) thi phai dwoc
phuc héi modt phan hoac hoan toan. Phwong an: sao lwu dinh ky: hang ngay (v&i div liéu
guan trong, thay déi nhanh), hang tuan hay hang thang (véi di¥ liéu it thay doi, khéng qua
guan trong).

- Kha nang phuc hoéi hé théng: sao lwu ca hé théng, dién toan dam may. bam bao c6 cac hé
thong cach nhau it nhat 400km dé dam bao c6 it nhat mot hé thdng van hoat dong khi xay ra
cac thién tai lon (IG lut, ddng déat,...)

* Bao mat gom 2 phan:
— Dam bao dir liéu khéng duorc tiét 16 cho bén thir 3.
- Bam bao tinh toan ven cua dir liéu duéi tac dong cla bén thr 3.



Kha& nang chiu 16i ctia hé thdng

Trong qua trinh van hanh, bat ctr mat thiét bi dién t&r nao ciing cé kha nang
héng héc, vi vay dé tang cwong kha nang chiu 16i, hau hét cac thanh phan
cla cac may chu déu gébm hai phan gibng hét nhau, va c6é kha nang thay thé
trong lGc hoat ddong (hot plug). Ngudn la mét vi du. Bd nguén may chu khéng
gidbng ngudén may dé ban, né cé thé don gian rat ra ma khéng can mé may,
dé thay thé chi can dn bé ngudn mai vao ranh la dwgec ma khong can cam
hay rut gidy cam nao khac ngoai day nguon. O cirng cling vay, don gian chi
la thao tac rat ra khai ray la dwoc ma khong can phai thao vit hay mé vo may.
biéu do gilp nhéan vién bao tri dé dang thay thé thi€t bi hdng ma khong can
phai tat may. Trong thoi gian thiét bi bi rat ra khoi may, van con it nhat mot
thiét bi khac dang hoat dong, gitip may tinh van hoat déng binh thwong.

Mot s6 thanh phan quan trong khac nhwy RAM hay 6 cirng cé nhirng phwong
thirc khac, phirc tap hon dé dam bao dir liéu ngudi dung an toan.



Ram ECC - Error Correction Code

Ram DIMM ECC va
DIMM c6 parity.

Thanh ram 512 KB dung 22 bit lwu tri
cho mai 2 byte - 6 byte dung cho ECC



Vi du Error Correction

vi trf 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16
gia tri pl p2 dl p4 d2 d3 d4 p8 d5 d6 d7 d8 d9 dio dil pl6
Parity bit v V V V V V V V
v o YRR v o v oo
v oV NV v VoV



RAID — Redundant Arrays of Independent Disks
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RAID — Redundant Arrays of Independent Disks
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Thuat toan tinh parity don gian nhat: Toan t&r XOR
A1 xor A, = Ap <=> Ap xXor A; = A, <=> Ap xXor A, = A;
A1 xor A, xor ... xor A, =

B <=> A = B xor A; xor .. xor A1 Xor A .1 Xor.. Xor A,



Cac lop bao mat

* M& héa duong truyén (TLS/SSL, E2E encrypt).
* Chirng thwe danh tinh cong khai.
 Twong ltra (iptables/nftables)

» Han ché céac 10i nhap liéu (Tran stack,...)
e Mat khau manh.



Ma hda duwdng truyén

e TLS/SSL: M4 hoa bang khoa cong khai, khi két n6i véi
dich vu - do nha cung cap dich vu cung cap. Théng
thwong la SHA 256 bit. Phwong phap nay han ché
nguy co nghe lén trén dudng truyén. Nhwng nha cung
cap dich vu ¢6 di¥ liéu chuva ma héa.

Khbéa ma do Khdéa ma do

<

dich vu cung cap. K

dich vu cung cap.

nownding L - rowerding
>




Ma hda duwdng truyén

End to End encrypt: Ma hda bang khéa cong khai do hai
ngu®i dung trao doi v&i nhau. Vi vay, chi cé nguoi ding
co di¥ lieu chwa ma hoa. C6 thé hoat dong trén dudng

truyén da ma hoa.

Khéa ma do ngudi dung 2 cung cap >

Khéa ma do ngudi dung 1 cung cap




Chwrng thuc danh tinh

Yéu cau chirng thuc danh tinh

Tra lai chtrng thwc danh tinh
do dich vu chirng thuc cung cap

Ny) oex
NA Yaip
ded Bbund

uj yue

uey 10y} 09
reyy buo

Yéu cau xac thuc chirng thuc
yéu cau chirng thwec danh tinh

< Tra lai xac thuc chirng thuc
cung cap chirng thuc danh tinh goc.




Tuwong lra

Chi mé& cac cong can thiét (cac dich vu cho internet).
Chi mé& céc IP can thiét (IP cua cac may co dich vu).
Chi cho phép cac IP hop [é.

Khéa cac IP login sai nhiéu lan (3->5 lan) trong mot
khoang thoi gian ngan nao do (3->5 phut) dé chong
Brute-Force (tim méat kh&u bang phuong phap thir va
sai theo ttr dién)



Tuwong lra

Co6 rat nhiéu rng dung twong Ilra khac nhau. Hién tai linux
dung NetFilter dwoc tich hop san trong nhan, Nguoi dung cé
thé cung nhiéu phan mém khac dé quan ly, theo déi NetFilter
nhuv IPTables, EBTables, IPRouter2,....

BSD tich hogp san PF (Packet Filter) module.
NetBSD tich hgp NPF (Net Packet Filter) module.

Windows duwoc tich hop san Windows Firewall tir ban
Windows XP SP2.



Mat khau manh

Mat khdu phai dé nh&, dam bao khéng can dung thiét bi ho trg nhé (s0..).

Méat khdu khong thé qua ngan dé dam bao an toan, va khong thé qua dai dé
tranh g0 sai, nén tr 8 dén 14 ky tw

PBam bao c6 ca chlr HOA, chir thwdng, s6, ky tw dac biét (s6 gitr shift).

Khoéng lién quan dén cac thdng s6 mé cua nguwdi dung va nhirng nguoi than
rat gan (b6, me, vo, con, anh chi em rudt). C6 thé dung thdng sé mé& cla
nhirng ngudi khdng qué lién quan, nhw ban than cta ban gai, ban trai, ban
cla anh chi ..

Pé dam bao cac yéu cau trén, nén dung cac suv kién (dam bao co tén va ngay
thang) khéng dang chu y, nhwng lién quan truc ti€p dén ban than (nhw cac ky
niém khdng quan trong lién quan dén s& thich - du lich, gap g& ban, ...).

Thay doi thwong xuyén (tlr 6 thang dén 1 nam).
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