Loc di¥ lieu

Loai bo céc s6 liéu khéng dang tin (sai sb Ion):
- Duwa trén phan tich xu huéng.

- Dwa trén sai s6 trung binh nhiéu lan do.

- Dua trén sai s so v&i du bao.

St dung gié trung binh ctia mot sé I&n phép do lién tuc.
Str dung cac cdm bién dwa trén cac phwong phap do
khac nhau dé kiém dinh va chuan héa dinh ky.

St dung nhiéu hé do.



Lwu trir dir lieu

« Str dung cac CSDL (SQL):
- MySQL
- MariaDB
- PostgreSQL
- mongoDB
e Str dung file - lwu trir tam.
— Trén linux: /sys/class/thermal/thermal_zoneO/temp



Vi du SQL (MySQL / MariaDB)

Tao USER: CREATE USER 'quangnh'@'localhost’ IDENTIFIED BY 'loT_0123';
Tao CSDL: CREATE DATABASES hus_moodle;

Giao quyén: GRANT ALL PRIVILEGES ON hus_moodle. * TO
“guangnh"@'localhost’;

Liet ké CSDL: SHOW DATABASES;
Chon CSDL: USE hus_moodle;
Liét ké bang: SHOW TABLES;
Lay di¥ liéu: SELECT usernname FROM user;

SELECT * FROM user WHERE username="'quangnh’;
UPDATE user SET password="1234" WHERE username="quangnh’;
DELETE FROM username WHERE username='quangnh’;
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* Big data

nan tic

nan tic

Phan tich dir lieu

N thong ké.

n dong luc



An toan va bao mat hé thong loT

* An toan: Dam bao hé théng van hanh binh thuong.
- Kha néng chiu 16i ctia hé théng.
- Kha nang phuc hoi dir liéu.

— Kha nang phuc hoéi hé théng.
* Bao mat gom 2 phan:
- Pam bao dir liéu khéng duoc tiét 16 cho bén thir 3.

- Pam bao tinh toan ven cua dir liéu duwdi tac ddng cua
bén thur 3.



Cac lop bao mat

Ma hda duong truyén (TLS/SSL, E2E crypt).
Tuwong Itra (iptables/nftables)

Han ché cac 16i nhap liéu (Tran stack,...)
Mat khau manh.



Tuwong lra

Ni mé cac cong can thiét.

Ni mM& cac IP can thiét.

ni cho phép cac IP hop [é.



Mat khau manh

Mat khau tlr 8 dén toi da 14 ky tw

C6 ca chlr HOA, chir thwong, so, ky tw dac
DIEL.

Khong lién quan dén cac théng s6 mé cua
nguwoi dung.
Thay dobi thwong xuyén (tr 3 thang dén 1 nam).
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